C KaXAbIM TOJ0M MOJOAEKH B MHTEPHETE CTAHOBUTHCS OOJIbINIE, A MIKOJIBHUKU M CTYACHTHI
OJIHU U3 CaMbIX aKTHUBHBIX Mosib30BaTeneil Pynera. Mexny Tem, MIOMMMO OIPOMHOTO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT W MpoOJieMbl. JTa MaMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJ/IUThCS B CETH.

KoMnniorepHbie BUPYCHI

KomnbroTepHblii BUPYC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX HPOrpaMM, OTIMYUTEIbHOU
O0COOCHHOCTBIO KOTOPOIl SBISIETCSl CHOCOOHOCTh K PAa3MHOXKEHHUIO. B JonosnHeHHe K 3TOMY,
BUPYCHI MOT'YT ITOBPEAMTH WX MOJTHOCTHIO YHUUTOXKUTh BCE (DAlIbl U IaHHBIE, TOJAKOHTPOJIbHBIE
II0JIb30BATENI0, OT IMEHH KOTOPOro ObLIa 3amylleHa 3apakeHHas IPOrpaMMa, a TAkKe IOBPEIUTh
WIN J1a)K€ YHUUTOXXUTh ONEPALMOHHYIO CHCTEMY CO BceMHM (ailiiamu B 11esioM. B OosbMHCTBE
CJIy4aeB PacIpOCTPAHAIOTCSA BUPYCHI UEPE3 UHTEPHET.

MeTOI[BI 3alIUTBI OT BPCAOHOCHBIX IIPpOrpaMM:

1. Mcnionp3yii COBpeMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPBE3HBII YPOBEHD 3aILUTHI OT
BPEJOHOCHBIX IIPOIPaMM;

2. IlocrosHHO ycTaHaBnMBal mnayTh (UM(QpOBBIE 3aIlIaTKH, KOTOPbIE aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C 1IEJIbI0 TOPAOOTKHU MTPOrpaMMBbl) U Ipyrue 0OHOBIIEHUS CBOEH ONepallnOHHON
cuctembl. CkauymBail X TOJBKO ¢ odummanpHOro caira paspadorunka OC. Ecnm cymectByer
PEKUM aBTOMATUYECKOTI0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paborail Ha cBOEM KOMIIbIOTEpPE MO/J] PaBaMu IOJIb30BaTElNs, @ HE aAMUHHUCTpATOpa. JDTO HE
TIO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX HMPOTPaMM HWHCTATIMPOBATHCS HA TBOEM IEPCOHATBHOM
KOMITBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHbIE NPOrpaMMHBIE MPOIYKTHl H3BECTHBIX INPOU3BOAUTEIEH, C
aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

5. OFpaHI/ILIL (1)I/I3I/I‘IGCKI/II71 JOCTYII K KOMIIBOTCPY AJII TIOCTOPOHHUX JIUIL;

6. Vcnonb3yil BHENIHME HOCHUTENM HH(pOpMaluu, Takue Kak (iemika, AUCK Win dain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KOMIBbIOTEpHBIE (hallIbl, TOJyYE€HHBIE U3 HEHA/IEKHBIX HUCTOYHHMKOB. [laxke Te
(aiinbl, KOTOpbIE MPUCIIAT TBOW 3HaKOMBIH. Jlydllle yTouHH y HEro, OTIPaBJIsI U OH TeOe UX.

Cerun WI-FI

Wi-Fi - 510 He BHJ mepeauyl TaHHBIX, HE TEXHOJOTHs, a BCEro b Opena, Mapka. Eme B 1991
roxy HuJepiaHjickas KommnaHusi 3apeructpupoBana Openny "WECA", uto o0603Hauyano
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoautcs kak "GecrpoBoHas TOYHOCTD .

Jlo Hamiero BpeMeHHM Joluia Jpyras abOpeBuaTypa, KOTopas sSBISETCS TAKOH K€ TeXHOJIOTHEH.
Oto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO ¢ HAMEKOM Ha CTaHJApT BBICIIEH
3BykoBo# TexHuku Hi-Fi, uto B mepeBosie 03Ha4yaeT "BbICOKasi TOYHOCTH'.

Ja, OecnnaTHBI MHTEpPHET-IOCTYN B Kade, OTeNsX U adporoprax SBISETCS OTJINYHOU
BO3MOXKHOCTBIO BBIXOJIa B UHTEpPHET. HO MHOTHE SKCIIepThI CYUTAOT, YTO oOmienocTymnabie Wi-Fi
CETH HE SBIISIOTCS O€30MacCHBIMHU.



CoBertsl 10 Oe30MacHOCTH paboThI B 001Ie0CTYIHBIX ceTsix Wi-fi:

1. He nepezaBaii cBoro uuHyt0 HHGOpMaIuio yepes oomienoctynubie Wi-Fi cetn. Paboras B Hux,
JKeJaTesIbHO He BBOJUTD MAPOJIH JOCTYIIA, JOTHHBI M KaKHEe-TO HOMEPa,;

2. Hcnonws3yii 1 OOHOBISI aHTHBUPYCHBIE NporpaMmbl U OpanHamayep. Tem cambIiM Th
o0e3omacuib ceds OT 3aKaYKU BHPYyCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3oBanun Wi-Fi orkmroun pynknuro "OO6mmii qoctyn K (aitiam u nmpuaTepam'.
JannHast pyHKIUS 3aKphITa IO YMOJTYaHHIO, OJTHAKO HEKOTOPBIC MOIH30BATEIIN aKTUBHPYIOT €€ IS
y100CTBa UCIIOIH30BaHUSI B pabOTe WK yueOe;

4. He ucnons3yi nyosmunbiii WI-FI 11 nmepenaym JTMYHBIX JaHHBIX, HAllpUMEp JJIs BBIXOJA B
COIMAJIbHBIE CETU MJIU B DJIEKTPOHHYIO MOUTY;

5. Ucnionp3yit Toapko 3amuiieHHoe coeaunenue uepe3 HTTPS, a e HTTP, 1.e. mpu HaGope BeO-
anpeca BBoau umeHHO "https://";

6. B moOuipHOM Tenedone otkmoun ¢yakiuio "Tlogkmouenne k Wi-Fi aBromatudecku". He
JIOITyCKail aBTOMaTHUYECKOTO MOJIKIFOYCHUS YCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero coriacus.

COI_[I/IaJ'IbHBIe CCTU

CounasnpHble CETH AaKTHBHO BXOJSAT B HAIly >KU3Hb, MHOTHE JIIOAM pabOTAIOT M JKUBYT Tam
IIOCTOSTHHO. MHOTHE TOJb30BaTeIN HE IIOHUMArT, 4YTO HHq)OpMaHHﬂ, pasMCliCHHAasA HWMU B
COIMABHBIX CETSIX, MOXKET ObITh HaliJiecHa W HCIOJIb30BaHA KEM YrojAHO, B TOM YHCJIE HE
00s13aTeNIbHO ¢ OJTarUMU HAMEPEHUSIMH.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH B COMMAJIbHBIX CCTAX!

1. Orpanunub cnucok Jpy3eil. Y TeOs B ApY3bsiX HE JODKHO OBITH CIydalHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3amumuail cBOK YacTHYIO XKu3Hb. He ykasbiBail maposu, TenedoHsbl, aapeca, AaTy TBOETO
POXJIEHUS U JIPYTYIO JIMYHYI0O HMHGOpManMioo. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh JaXe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl U TBOU POAUTCIIN IIJIAHUPYCTEC IPOBCCTHU KAHUKYJIbI;

3. 3amuinait CBOO peryTaIuio - JIepXkKH ee B YMCTOTe U 3a/1aBail cebe Bonpoc: XOTel Obl Thl, YTOOBI
JIpyrue Tojb30BaTeNId BHUAETH, 4YTO Thl 3arpyxaems? [logymali, mpexiae dYeM 4TO-TO
OIyOJIMKOBATh, HAITUCATD U 3arPy3UTh;

4. Eciiu TBI TOBOpHULIB C JIIOJBMHU, KOTOPBIX HE 3HACIb, HE UCIOJb3Yil CBOE peaJlbHOE UMs U
JIPYTYIO JTUUHYIO HHPOPMAIUH: UMSI, MECTO KUTEIbCTBA, MECTO yueObl U MpoUee;

5. N3berait pasmenienus ¢otorpaduii B MHTEpHETE, TIe THI M300paKEH HAa MECTHOCTH, IO
KOTOPOU MOYKHO OIPENETUTH TBOE MECTOMOIOKEHNUE;

6. Ilpu perucrtpanuu B COUMATBHONW CETH HEOOXOAMMO HCIIOJIB30BaTh CIIOXKHBIC MapOJIH,
cocrosue u3 OyKB ¥ (P U C KOTUIECTBOM 3HAKOB HE MEHEe §;



7. Ay conuanbHON CETH, TOYTHI U JPYTUX CAaiTOB HEOOXOAMMO UCIIONB30BaTh Pa3HbIC MApOIIH.
Torna ecnu Te0s1 B3IOMAIOT, TO 3JI0YMBIIIJIEHHUKH TTOTYy4aT JOCTYI TOJIBKO K OTHOMY MECTY, a He
BO BCE Cpasy.

DJNIEKTPOHHBIE JICHbI U

DJEeKTPOHHBIE IEHBIM - 3TO OYEHB YI0OHBIN CrI0CcO0 MiaTexel, 0THAKO CYIECTBYIOT MOLICHHUKH,
KOTOPBIE XOTAT MOIYYUTh 3TH JIECHBIU.

3JI€KTpOHHBI€ JCHbI'M IIOABUJIMCh COBCEM HCAABHO MW HWMCHHO MHM3-3a 3TOI'O BO MHOI'HX
rocyaapcCrBax a0 CUX IIOp HE IIPOIHMCAHO IIPO HUX B 3dKOHAX.

B Poccum xe oHM (pYHKIMOHHPYIOT U O HHX YK€ MPOIMUCAHO B 3aKOHE, TJIe UX Pa3leisaioT Ha
HECKOJIbKO BHJIOB - aHOHMMHbBIC U HE aHOHUMHBIC. Pa3Hulla B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspeliaercss MPOBOAUTH omepanuu 0e3 wuaeHTU(UKALUK [0Jb30BaTeNsi, a B
HEaHOHWMHBIX UACHTU(DUKAIUS TOTH30BATEIIS SABIISETCS 005S3aTeIHHOM.

Taxxe cieqyer pa3auyarh 3JIEKTPOHHbIE (PUATHBIE AEHbIU (PaBHBI FOCYIaPCTBEHHBIM BAJIIOTaM)
U 3JIEKTPOHHbIE He(UaTHbIE ACHBIM (HE paBHBI TOCY1aPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI TI0 OE30ITACHOM paboTe € NEKTPOHHBIMH JICHbIaMH:

1. MpuBsku K cyeTy MOOWIBHBIA TenedoH. DTO camblii ymoOHBIM M OBICTPBIA CIIOCOO
BOCCTAaHOBHUTH JOCTYNl K cueTy. llpuBsi3aHHBIA TeneOH IMOMOXKET, eciu 3a0yAellb CBOM
IJIATEKHBIN MMapOJIb WU 3aiEIb HAa CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonw3yit onHopazoBbie napoiu. [locne nepexoaa Ha yCUIICHHYIO aBTOPHU3AIIMIO Te0e yKe HE
OyJIeT yrposkaTh OMACHOCTh KPaXKU WM MIEepexBaTa IIATEKHOTO apoJis;

3. BeiOepu cnoxHblii naponb. IIpectynmHukam OyneTr HE MPOCTO YraaaTh CIOKHBIN MapoJb.
HanexHble maponu - 3TO Mapoju, KOTOpbIE COAEp)KaT He MEHee 8 3HAKOB M BKIIOYAIOT B ceOs
CTPOYHBIE U MPONUCHBIE OYKBBI, U PBI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK JoJuiapa, QyHTa,
BOCKJIMIIATENbHBIN 3HaK U T.11. Hanmpumep, $tROng!;;

4. He BBOAU CBOU JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HE NOBCPSCHIL.
SJIGKTpOHHaH modyra

OJNEeKTpOHHAsl I0YTa - JTO TEXHOJIOTUS M IPEAOCTABISEMBIE €I YCIYyTd IO MNEPeChUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOLIECHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIIBIOTEPHOW CETH.
OO6b1yHO JJIEKTPOHHBIN MIOYTOBBIA  SIIIMK  BBINIINAT CJIEIYIOLUM oOpasom:
UMs_TIONIb30BaTEI(@UMsL_JoMeHa. Takke Kpome IepeJadyd MpoCTOro TeKCTa, HUMeeTcs
BO3MOXKHOCTh MepeaaBaTh (paibl.

OCHOBHBIE COBETHI IO 6€30TaCHOM padOTe ¢ AIMEKTPOHHOU MTOUTOM:
1. Hago BBIOpaTh mpaBUIIBHBIA IOYTOBBIM cepBUC. B HHTEpHETE ecThb OrpOMHBIA BBIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4lle JOBEPSATh TEM, KOTO 3HAellb U KTO MEPBBIA B

pEUTHHTE;

2. He ykaspiBaii B JMYHOW mouTe JIMuYHYIO uHH(popmanuioo. Hampumep, nydiie BbIOpaTh
"My3bIKabHbIN _(panat@" uin "pokx2013" Bmecto "temal3";



3. Wcnonp3yil ABYXATalHYI aBTOPU3ALMIO. JTO KOI/Ia IOMHUMO IapoJisi HYXKHO BBOAMTH KOJ,
npuchUIaeMbii 1o SMS;

4. BeiOepu C0KHBIN Tapodib. JIJIsi KaXI0T0 MOYTOBOTO SIIIMKA JAOJKEH OBITh CBOW HAJEKHBIM,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTth BO3MOXHOCTH HalMCcaTb CAaMOMY CBOM JIMYHBIM BOIIPOC, HCIOJB3YH OTYy
BO3MO>KHOCTB;

6. Mcnonp3yil HECKOJIBKO MOUYTOBBIX SIIMKOB. [lepBbIii /U1 YaCTHOM NEPENNCKU C aJpecaTtaMi,
KOTOPBIM ThI TOBEPSACIIL. DTO IEKTPOHHBIN a[peCc HE HAJ0 HUCIIOJIB30BATh IIPU PErucTpaluy Ha

dopymax u caiitax;

7. He oTkpbIBaii (hailsibl ¥ Ipyrue BIOKEHHS B MTUCbMaX, AK€ €CJIM OHH NMPHUILUTA OT TBOUX JIPY3€Hl.
Jly4die yTOYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (ailibl;

8. Ilocine okoHYaHUsi pabOTHI HA IMOYTOBOM CEPBHUCE IEPE]l 3aKPhITHEM BKIAIKH C CAaHTOM HE
3a0yap HaxaTh Ha "Beriitu".

KubepOyIIMHT HiTH BUPTYaJIbHOE U3IEBATEIHCTBO

KubepOyimiHr - TIpeciieZloBaHUEe COOOMICHHUSIMHU, COJCPIKAIIUMU OCKOPOJICHUS, arpeccuto,
3alyrUBaHKE; XYJIUTaHCTBO; COIHATIbHOE OOWKOTHPOBAHUE C MOMOINBIO Pa3IMYHBIX HHTECPHET-
CCPBHUCOB.

OcHoBHBIE COBETHI 110 60pHOE ¢ KNOEPOYTUHTOM:

1. He 6pocaiics B 60#. JIyuminii crioco0: IMOCOBETOBATHLCS KaK ce0sl BECTH H, €CITM HET TOT0, K KOMY
MOYKHO OOpaTHThCS, TO BHAYAJIE YCIMOKOUTHCS. ECITM ThI HaUHEIb OTBEYATh OCKOPOJICHHUSIMHU Ha
OCKOPOJIEHUS, TO TOJBKO €IIe 0O0JIbIIIE Pa30iOKeIb KOH(IIHKT;

2. Yopasinsaii cBoel kudeppenyranuei;

3. AHOHUMHOCTH B ceTu MHUMas. CyIIeCTBYIOT CITIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crouTt BecTH XyJIUTraHCKUH oOpa3 BUPTyalbHOH kU3HU. VIHTEpHET QUKCUPYET BCe TBOU
JeMCTBUS M COXpaHsAET UX. Y JauTh UX OyIeT KpaiiHe 3aTpyIHUTEIbHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHblii HeraTuB. OJHOPA30BblE OCKOPOWUTENBHBIE COOOLICHMS JTydIle
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcsi Ha Ha4albHOM CTauH;

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMH COOOILEHHUSIMH, B COLIMAIBHBIX CETAX
€CTh BO3MOYKHOCTh OJIOKHPOBKH OTIIPABKU COOOILEHHH € ONPEIeIIEHHBIX aPECOB;

8. Ecnu Thl cBuzaerens kuOepOyiinHra. TBou NEHCTBUS: BBICTYNUTH MPOTHUB IMpECieoBaTeNs,
[I0Ka3aTh €MY, YTO €ro JEHCTBUs OLICHUBAIOTCS HETATUBHO, IIOEPKATD KEPTBY, KOTOPOM HyKHA

IICUXOJIOTHYECKas IIOMOIIb, COO6I]_[I/ITL B3POCJIBIM O (baKTe ArpeCCUBHOTO MMOBEACHUS B CCTH.

MoOwibHbIN TenehoH



CoBpeMeHHbIE cMapT(HOHBI U TUIAHIIETHl COAEPKaT B ceOe BIOJHE B3pOCIbIH (QyHKIMOHA, U
TeTepb OHM MOTYT KOHKYPHUPOBAaTh CO CTal[HOHAPHBIMH KoMmmbioTepamu. OHAKO, CPEACTB
3aIUTHI JJIs1 TOAOOHBIX YCTPOWUCTB MOKA 04€Hb Majo. TecTupoBaHUE U MTOUCK YSI3BUMOCTEH B HUX
IPOUCXOIUT HE TaK MHTEHCUBHO, Kak [uis [1K, To jxe camoe kKacaeTcst 1 MOOMIIBHBIX MTPUIIOKEHHH.

CoBpeMeHHbIe MOOMIIbHBIC Opay3epbl yXKe MPaKTUYECKU JOTHAINA HACTOJIbHBIC aHAJIOTH, OJHAKO
pacmupenne GyHKIIMOHAA BICUET 3a COOO0M OOJBIIYIO CII0KHOCTh U MEHBIIIYIO 3aIUIIEHHOCTD.

I[aneKo HC BCC IMPOU3ZBOAWUTCIIN BBIITYCKAIOT 06HOBJICHI/I$I, 3aKpPbIBAIOIIUC KPUTUYCCKHC
YA3BUMOCTH JIsI CBOUX YCTPOﬁCTB.

OcHoBHBIE COBETHI JiIs1 0€301acHOCTH MOOUITBHOTO TenedoHa:

Huyero He sBiseTcs moO-HACTOSIIIEMY OeCIUTaTHBIM. bByns ocTopokeH, Beap Korjma Tebe
npeiaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUe-TO IUIaTHBIE YCIIYTH;

Hymaii, pexxae yem ornpaBuTh SMS, ¢oto minu Buaeo. Thl TOUHO 3HACIIb, I7Ie€ OHU OyIyT B
KOHEYHOM HUTOTE?

HCO6XO,I[I/IMO OOHOBIIITH ONICPAalMOHHYIO CUCTEMY TBOCTO CMapT(I)OHa;
I/ICHOHBBYﬁ AHTHUBUPYCHBIC ITPOIrPAMMBbI JJId MOOHUIBHBIX TCJ'IGCI)OHOB;

He 3arpy>1<a171 IMPUIIOKCHUA OT HCU3ZBCCTHOI'O HCTOYHUKA, BCAb OHH MOTYT COACPIKATH
BPCAOHOCHOC IPOIrpaMMHOC O6CCHC‘ICHI/IC;

I[Tociie TOro Kak Thl BBIAACIIB C caiiTa, IJI¢ BBOIWII JMYHYIO HH()OPMAIINIO, 32l B HACTPOHKH
Opay3epa u ynanu cookies;

Ilepnonnuecku npoBepsii, KaKUe IUIATHBIE YCIIYTH AKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBoii HOMep MOOWIBHOrO TeledoHA TOJBKO JIIOASM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsICIIb;

Bluetooth momkeH OBITH BBIKITIOUEH, KOTJa Thl UM HE mMoJb3yemibes. He 3a0biBail mHOTIA
MIPOBEPSITH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPACOYHbIE, 3aXBaThIBAIOIINE Pa3BICUEHUs, 00BEANHSIONINE
COTHH ThHICSAY YEJIOBEK MO BceMy MHpy. Urpoku ncciaenyroT JaHHBIA UM MUD, OOIIAIOTCS APYT C
JPYTOM, BBIMIOJIHSIOT 3a/1aHUs, CPAYKAIOTCS C MOHCTPAMHU U IMOJIYYaroT OMbIT. 33 YA0BOJIBCTBUE OHU
IUIATAT: MMOKYTAIOT JUCK, OTJIAYUBAOT A00OHEMEHT WJIM MPUOOPETAIOT KaKUe-TO OIIINH.

Bce st CpeACTBa UAYT HA MOAACPIKAHUC U PA3BUTUC UI'PBI, 4 TAKKC Ha CaMy 0€30I1aCHOCTb:
COBCPHICHCTBYIOTCA CUCTEMBI aBTOpPU3Al[MU, BBIITYCKAKOTCSA HOBBIC ITaTYKU (I_[I/I(prBI)Ie 3allJIaTKH

JJid TIpor paMM), 3aKPbIBAIOTCA YA3BUMOCTU CCPBCPOB.

B HOI(O6HBIX HUrpax CTouT oOInacaTbCsa HC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu TBOCTO
napoJist, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3allnun OONBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOCTO HUI'POBOI'0 aKKayHTa:



1. Ecnu npyroit urpok Beger celst II0OXO MM co37aeT TeOe HEeMPHUIATHOCTH, 3a0J0KUPYH ero B
CIIMCKE UTPOKOB;

2. HOX(&HYﬁCH AIMUHHUCTpaTOpaM HUIPBI Ha IIJIOXOC IIOBCACHHUE OJTOI'O HI'POKA, KEJIATCIBHO
IMPUIIOKUTH KAKHUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He ykaspiBaii Tn4uHyto HHPOpMAIUIO B Tpodaiiine urpsl;
4. YBaxail Apyrux y4acTHUKOB 110 UTPE;

5. He ycranaBnuBaii Heo(uIMaibHbIC TATYU U MO/IBI;

6. Mcnonb3yl CI0KHBIE ¥ pa3HbIE MMAPOIIH;

7. Jlasxe BO BpeMs UI'Pbl HE CTOUT OTKJIXOYaTh aHTUBUpPYC. IIoka Thl urpaems, TBO KOMIIBIOTEP
MOTYT 3apa3UTh.

OUIIMHT WK KpaXka TUYHBIX JaHHbBIX

OObIYHOM Kpakel JeHer U JIOKyMEHTOB CEroJiHsl yXe HUKOTO HE YIMBHILb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTHI 3JIOYMBIIIJICHHUKA TEPEMECTHIIUCh B HMHTEPHET, M IPOJOIDKAIOT
3aHUMATHCA "TIOOUMBIM" 1EJIOM.

Tak nosiBUIach HOBast YTpo3a: MHTEPHET-MOIIEHHIYECTBA WM (DUILUHT, TIaBHAS LEJIb KOTOPOTO
COCTOUT B IMOJYYEHUU KOH(UACHIHMAIBHBIX JAHHBIX [10JIb30BaTeeH - JOrMHOB U naposieil. Ha
aHrmiickoM si3bike phishing ynraercst kak gummuar (ot fishing - peidHas mosis, password -
11apoJib).

OcHOBHBIE COBETHI IO 6OpbOE ¢ YUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu Tl oJ03peBaelb, YTO TBOSI aHKeTa ObUla B3JIOMaHa, TO
HEo0X0IUMO 3a0JIOKHPOBATh €€ U COOOUIUTHh aAMHHHCTpATOpaM pecypca 00 3TOM KaK MOKHO
CKopee;

2. Ucnonw3yit 6e30macHbie B€O-CaThI, B TOM YKCIIe, MHTEPHET-Mara3nHOB M MTOUCKOBBIX CUCTEM;

3. Ucnonw3yit ciioxHbIE U pa3Hble Tapoiu. Takum oOpazoM, eciu TeOs B3JIOMAaKOT, TO
3II0YMBIIIJICHHUKH TOTy4aT TOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu 1ebs B3MOMand, TO HEOOXOIMMO MPEAYNPEeNuTh BCEX CBOMX 3HAKOMBIX, KOTOpHIC
n00aBJIEHBI Y T€0SI B IPY3bSAX, O TOM, UTO T€Os B3JIOMAJIM M, BO3MOXKHO, OT TBOETO UMEHH OyJeT
pacchuIaThCs CllaM U CCHUIKU Ha (PUIIMHTOBHIE CAlTHI,

5. YcranoBu HaaexHbI napoib (PIN) Ha MoOuIbHBIN TenedoH;

6. OTKIIIOYH COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpbIBaii aiisibl ¥ ApyTUe BIOKEHUS B MMCbMaX, Aa’Ke €CIIM OHU MPUIILIH OT TBOUX ApY3€eil.
Jlydie yTOYHM y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (pailiibl.

[udposas penyramms



[udposass pemyramust - 3TO HEraTHBHAas WM TO3UTHUBHAs HMHpOpManus B ceTH O Tebe.
Komnpomerupyromas uHpopmanus, pasMelleHHas B MHTEPHETE, MOKET CEphe3HbIM 00pa3oM
OTpa3suThCA Ha TBOEH peanbHON Xu3HU. "Lludposas permyramus” - 370 TBOH HUMHUIK, KOTOPBIH
dbopmupyeTcst u3 HHGOpMaIuK 0 TeOe B MHTEPHETE.

TBoe mecTo KUTCJILCTBA, y‘le6BI, TBOC (bHHaHCOBOC ITOJIOKCHUC, 0COOCHHOCTHU XapakTepa u
paccka3bl O OJIM3KHUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCATCS K MYONUKAIMM JUYHOW WH(pOpMAIUUd B
HuTepHeTe, HE TOHMMAst BO3MOKHBIX ITOCIIEACTBUM. ThI aXke HE CMOKELIb JOralaTbCsl O TOM, 4TO
dororpadus, pazmerienHas 5 et Ha3aj, cTajla MPUIUHON OTKa3a MPUHATH Te0s Ha PaboTy.

KommeHnTapuu, pa3menienue TBoux Gororpaduil u qpyrue AeHCTBUS MOTYT HE MCUE3HYTh Jjake
MI0CJIE TOTO, KaK Thl UX yIaIUIIb. ThI HE 3HACIIb, KTO COXPaHUJ 3TY HH(OPMAIIHIO, TIONaJIa I OHA
B ITOMCKOBBIE CCTEMBI U COXpPAHMWJIACh JI OHA, a TJIABHOE: YTO MOJYyMaIOT O TeOe OKpyXKarolue
JIIOJIM, KOTOpbIE HAlAyT U YBUIAT 3T0. HailTu nHpOpMaIio MHOTO JIET CIIyCTSl CMOKET JH000H -
KaK M3 100pbIX MOOYKICHU, TaK U C HAMEPEHUEM IPUYMHUTH Bpel. DTO MOKET ObITh KTO YTOHO.

OCHOBHBIE COBETHI 11O 3alIUTC I_II/I(i)pOBOI‘/'I penyranuu:

1. [Togymaii, mpex e ueM 4To-TO IMyOJIMKOBATh U MepeIaBath y cedst B OJIOre UK B COI[MAIBHOM
CETH;

2. B Hactpolikax mnpo¢uis yCTaHOBM OIPaHMYCHHS HA MPOCMOTP TBOETO MPOQUIS U €ro
COJIEP’)KUMOT0, CJIeNail ero TOJbKO "1Ist Ipy3en';

3. He pa3memiaii u He yka3bIBail MH(POPMAIUIO, KOTOpPask MOXKET KOTO-JIHO0 OCKOPOJIATH WU
00MXKaTh.

ABTOpCKOG paBo

CoBpeMeHHbIe IKOJILHUKH - aKTUBHBIE MTOJIH30BaTe N IU(PPpOBOTo MpocTpaHcTBa. OTHAKO TaJIeKO
HE BCE 3HAIOT, YTO TMOJH30BAHHE MHOTUMH BO3MOKHOCTSIMH ITU(PPOBOTO MHpa TpedyeT
COOJTI0ICHMSI TIPAaB HA MHTEIUICKTYAJIbHYI0 COOCTBEHHOCTb.

TepMuH "uHTeNIEKTyajdbHasi COOCTBEHHOCTb' OTHOCUTCS K  pa3jIMYHBIM  TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETeHUH U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TMpPOJIYKTHl M YyCIyrd, W 3aKaHyuBas KHUramu, Qororpagusmu, KUHOQWUIBMAMHU U
MY3bIKaJIbHBIMHU IPOU3BEICHUSIMMU.

ABTOpCKHE ITpaBa - ATO MpaBa Ha WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOM3BEIECHUS HAYKH,
JUTEepaTypbl U MCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KayecTBE TapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJaeT HampacHbIM, JacT €My CIpaBeIIHBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyAad, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 paszpernieHust aBTopa He MOKET BOCIIPOM3BOIUTH €0 IPOU3BEICHUE, PACTIPOCTPAHSATD,
nyOJIMYHO JIEMOHCTPUPOBATH, MpPOAaBaTh, WMIIOPTUPOBATH, MYCKAaTh B MPOKaT, MyOJIMYHO
UCIIOJIHSATH, MIOKa3bIBATh/UCIIONIHATE B Adupe Wwin pazMeniath B UHTepHere.

Hcnonp3oBanue "muparckoro” mporpaMMHOTO 00ECTIEYeHHST MOKET IPUBECTH K MHOTUM PHCKAM:
OT MOTEPU JTAHHBIX K TBOMM aKKayHTaM J0 OJOKHPOBKU TBOETO yCTPOWCTBA, I/ YCTaHOBIEHA
HeJleralibHas mporpamma. He cTouT Takke 3a0bIBaTh, UTO CYIIECTBYIOT JIETAIbHBIC U OCCTUIaTHBIC
MIpOrpaMMbl, KOTOPbIE MOXXHO HANTH B CETH.



O nopraine

CereBu4oK.p( - TBOM TJIABHBIN COBETYHMK B CETHU. 3/IECh Thl MOXKEIIh Y3HATh O O0€30MaCHOCTH B
CEeTH TIOHATHBIM M JIOCTYITHBIM SI3BIKOM, a IPU BO3HHUKHOBEHHMH KPHUTHYECKOW CHUTYyaIluu
0o0paTHThCS 32 COBETOM. A TakKe MPUHATh Y4acTHE B KOHKYpPCAaX M CTaTh CaMbIM ITU(PPOBHIM
rpaxjaHuHOM !



